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\\\ RCUK Digital Economy

¥! Digital Economy is defined by the Research Councils as:

The novel design or use of information and communication
technologies to help transform the lives of individuals,
society or business.

¥! The Digital Economy  progamme is:
B! Cross-Research Council (EPSRC, ESRC, AHRC)
B! Funded 2008-2011 for:
¥!£80m research D including 3 x £12m hubs
¥1£36m training © 8 x DTCs

P! Aimed at realising the transformational impact of ICT for
all aspects of Business, Society and Government
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\\\\ What is Horizon?

NN

¥! A Digital Economy Research Centre at the University of

Nottingham comprising:

B! A Digital Economy Hub
¥I£20m from RCUK and university
¥!Spokes at Cambridge, Reading, Exeter, Brunel

B! A Doctoral Training Centre
¥!£15m from RCUK and university
¥!120 PhD students per year for 5 years

D! Now 120+ partner companies, from 40 in initial bid

P! 3 TEDDI projects

E + future Digital Economy projects
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Our Digital Footprints

BIB|CH

Low Graphic

BBC NEWS

Inbox

Archive

Meet the team
About the
programme
Buyers' guides
MORE PROGRAMMES

Digital Planet
More...

Whether OinformedO or not

P! Facebook, Google

Growing digital footprint poses
major societal challenges

Ebut also forms a key basis for
the digital economyOs growth

Cliek] = e-mail this to  friend

@ oblivionbanner.jpg

Search

The BBC's flagship technol

Page last updated at 19:02 GMT, Friday, 2 May 2008 20:02 UK
& Printable version
The spread of our 'digital footprint’

By Spencer Kelly
Presenter, BBC Click

There is always a lot of talk
about viruses, worms,
spyware, and other nasty
stuff that can infect your
system, and steal your
personal information. But
there is other information
which we willingly upload to
the internet.

Each time we post something on the

You may think that because web, our footprint’ gets bigger

you uploaded a piece of
information about yourself, that you can control it, but your
digital footprint may be harder to manage than you may think.

It is amazing what even one piece of stray online information
may give away.

After a photo turned up on a
Panamanian website, dated
2006, Anne Darwin was forced
to admit she had known all
along that her husband John
had not died in 2002,

(13 Every time we register
for a new web service, or
upload our photos and
videos, we are enlarging our
own digital footprints 9

With the amount of storage available to us growing at an
incredible rate, we are all being encouraged to put little bits
of our lives online.

Every time we register for a new web service, or upload our
photos and videos, we are enlarging our own digital footprints.
Every time we mention someone else, we are enlarging theirs.

Profile searches

Most personal information stored online is public by default.
Unless you change your privacy settings, your social network
page will show up in a simple web search. There are even
search engines that look specifically within MySpace.

AF ~avren if camannn ~an .

v & savannahII-mpeg 1.mpg > @ thril_mpegt.mpg

y programme

CLICK

Full programme: BBC News Channel
- sat 11:30, Sun 04:30, 11:30, Mon
00:30

Short version: BBC One - Sat 06:45
& BBC News Channel - Sat 06:45,
Sun 07:45

INTERACT WITH CLICK
¥ Try our mobile site
* Have your say

ARCHIVE
Choose a year: | (8.
SEE ALSO

¥ Identity 'at risk' on Facebook
01 May 08 | Click

¥ Click's Facebook security advice
01 May 08 | Click

* Q&A: Facebook response
01 May 08 | Click

RELATED INTERNET LINKS

* Facebook

The BBC is not responsible for the
content of external internet sites

MOST POPULAR STORIES NOW

MOST SHARED | | MOST READ

Schoolgirl dies after cancer jab

"

~

X Factor bars under-age girl
band

w

Egypt anger over virginity
faking

»

Student, 18, raped at university

New laws to end 'rain tax
storm’

«

Police criticised by inquest jury
'Kids are just ruling this road"

Beatles song 'inspiration’ dies

o o N

Profile: Paul Allen

10 Roman Polanski 'in fighting

hd 3 show all downloads...

™

® | The University of

Nottingham

hnrlvr\n

11IVI 1V ]
DIGITAL ECONOMY RESEARCH




/ : K —

2 \ In More Detalil

¥! We are making more and more information about our lives
available, digitally

P! Whether or not we realise it
B! Often in very large, very rich data silos (e.g., Facebook)
P! OContextual footprintO

¥! Simultaneously, there are more and more opportunities for
mutually beneficial exploitation of digital personal data

B! E.g., Shopping basket optimizer;
Boots prescription conflict detector

Key Challenge

How do we enable individuals to control collection and
exploitation of both  their data and data about them ?
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in | Facebook - Mozilla Firefox = |I:I|_|

E E . m https:/fssl.Facebook.comflogin. php?api_key=108909989170383&skip_ap {:f

f Facebook login

Log in to use your Facebook account with data-chant.

Email address: james. goulding@nottingham.ac.uk

Password: cssscee

[V Keep me logged in

login via

Forgotten your password? facebook

Sign up for Facebook

Done Elﬂ £3 |zotem
r The University of l’\ mn I’i 2NN
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) Facebook | Request for Permission - Mozilla Firefox

=0l x|

E E B3 (70 el e | https: ffwww. Facebook.com/connect {uiserver. php?api_key=108909989170383 {:?

f Request for Per ]

data-chant is requesting permission to do the following:

Access my basic information
Includes name, profile picture, gender, ne
friends, and any other information I've shar

Send me email
data-chant may email me directly at
james.goulding@nottingham.ac.uk + Change

data-chant

Access posts in my News Feed

0 & K€

[ Access my data any time
{ data-chant may : s my data when I'm not using the application

& Access my friend requests

Check-ins
data-chant may read my check-ins.

Access my profile information
Likes TV, I .

N o

B ® Online Presence

r‘- Access my photos and videos
‘l Phot ded by Me, Videos Uploaded by Me and Photos and

Report Application

Logged in as James Thomas Chant (Mot You?) m Don't Allow

| Done [a[AE3 |zotero

login via

facebook
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My Data Dataspheres History Statistics Datablog

=»my datasphere

Register

Your data
» Live Feed
» Full History
» Statistics
» Your Details

Dataware

» Your Dataware

» Activity Summary
» Recent Activity

» Available

Sharing

» Accounts Summary
» Your Requests

» Sharing Stats

Dataware Source summary.:

COMMOon Name:
Facebook Dataware Shim
namespace:

ds:facebook

subscription status:
ACTIVE

unsubscribe

Fri 19 November

n MNewy Facehook "status" post: "l think we are alive alive 0" 7:

Thu 18 November

In your Facebook bio, your "guotes" has changed to "Guotation changed again so

there! &nd again!" .47

'] In your Facebook bio, your "bithday" has changed to "0310/1995" 2.97z2m

Wed 17 November

[ New Facebook "status” post: "mighty boooooshka" 5:050m

Tue 16 November

.] MNewy Facebook "status" post: “test" 2700w

In your Facebook hio, your "hio" has been removed. 2.0

In your Facehook bio, your "hometown" has changed to Otton, Solihull, United Kingdom

(107013716004816) 2:010m

Your datasphere details:

name:
James Goulding

datasphere id:
james.goulding @gmail.com

Dataware you are running:

£ CL=

Dataware requests:

Available dataware:

O0E8s
S v ] ke
& e ) B 63
O) 4] 7

see all...
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e 0 -p critic4l
oading configuration file... [SUCC
admin p: heen specified
blishing databas
Connecting t
er: Ck king Sys
Attempting to start
atalog: HTTP server setup...[SUCC =3

Serwver: 3tarting the internal XMPP server on port 52

ecZ-user@ip-10-458-1 30 ~]% :
2010-11-25 10:57:40 [CONFIG] -
2010-11 7:40 [FINE] -—
2010-11-25 140 [INFO] _—
2010-11 40 [INFO] —_—
2010-11 7:40 [INFO] —-—
2010-11-25 :57:40 [INFO] -
010-11 :41 [INFO] -—
110-11 7:41 [INFO] -

ssword has

conn

2010-11-25 7:41 [INFO] - Server: Creating XMPP hots for 2 clients B
2010-11 :43 [FINE] —-— lientBot: conr ting bhot for client [testreceiverfjabber.org]...
2010-11-25 :43 [FINER] —-—- D3Presencelistener: [testreceiverfjasbher.org] Datavare available for iverfjabber.org/datasphere)
2010-11-25 :44 [FINE] —-— lientBot: connecting bot for client [jawmes.gouldingfgmail.com]...
110-11 [FINE] 2 IPP bots have n connected... [3SUCCESS]
2010-11-2 [ INFO] H e setup. .. [F :
010-11 [ INFO] ) FULL service...
2010-11 [FINER] .gouldingf@Bgmail.com] Datawvare available for (j-elizalfappspot.com/ 1
2010-11-25 7:44 [FINER] gouldingBgmail. com] available for

2010-11
2010-11

[FINER] .gouldingBomail.com]
[FINER] 3 nceld ) james.gouldingfomwail . com]
[FINER] es.gouldingBgrail . com]
[FINER] 3 encel gouldinglgmail. com)
[FINE] - datelListener: .goulding@omwail.com] <DS3Upda
acebook "st: "what the world neec scription><cruc
is:c f e>what the world r

unavailable for (t
ilable for (Jjar
avallable for (Jjame

cription>New
imernull</rtir

now

rounication<

@ data-chant@appspot.com

L Send voicemail call end Files ™ Email

mpute.amazonaws.com i
MpLIE. aMaZoNnaws.com iption™:"New Facebook \"status\" p shat the world needs now..\™,"meta™

€2 Jambon .“ WEE e® Flick {'message™"whatthe world needs now...","category™"statu

»
-

“my datasphere

next »

Your data Thu 25 November
at th ¢ nowy
Anoth NNy morning.

Fri 19 November

RETIN

Thu 18 November
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~_ Applications
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¥!' An application is a list of source schemas and signed
components

B! Each element defines processing occurring on some data
¥! Each component starts out as

P! Code, describing the computation

P! Schedule , against which the code is executed

bl Result schema , describing the results

P! Result destination , JID to which results are sent
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N~ Application Signing
NN

¥! Processor presents application to catalog
¥! Catalog applies user policy to determine whether to sign
P! Static policy concerning data to be processed, source, &C
B! Or interacting directly with user via web, chat, &c
¥! To sign, replace each component with one or more:
P! Result schema, schedule, code |, as before
B! Source JID , specifying data source
B! Destination JID , to which results are sent
B! Signature , an HMAC for the component
¥l EAnd then return to the submitting processor
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~_ Application Execution
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¥! Processor distributes sighed components to given sources
¥! Sources then:

B! Install components, notifying catalog

P! Execute components in runtime, as per schedule

B! Send results to specified destination
¥! During execution, the runtime monitors code

B! Enables periodic reporting back to user

D! Exceptions raised if code operates outside boundaries
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(™= JOINing Data

¥! A clear issue is how to deal with data JOINSs

P! Recall: weOre avoiding giving access to raw data

B! We must also avoid giving access to intermediate results
¥! Setup trusted third-party sources

B! Have no data of their own

D! Act as destination for other code

B! May host subsequent application components
¥! Makes sense that the catalog serves as at least one such
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¥! So conceptually, a dataware application is:
B! A network of running components,
D! Each processing your personal data,
P! In a manner acceptable to you
¥! Your dataware implements your personal container
B! Defining APIs to your data,
B! Enabling third-parties to process your data,
B! While ensuring  you retain control,
P! And they donOtget copies of your data
¥!(unless you want them to!)
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\\ Evolution or Revolution?
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¥! One way to put this in context is via Van JacobsonOs content
centric networking

B! Telephones care about building paths (not calls)

B! Internet cared about connections (not data)

P! Content centric networking cares about data (not results)
¥! Eso, finally,
¥! Dataware , cares about results

B! Computation is as mobile as data, if not more so

B! (Anil) cf. datacentre computing, map-reduce, &c
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¥! First version of catalog built
¥! First legacy source built
B! Facebook, using Graph API
B! Twitter, Google Gdata on their way
¥!' Now prototyping
P! Dataware Processor and first applications, and
D! Native source
¥! Challenge: how to build protocols for trusted aggregation
D! Would like to guarantee at-least-N  contributors
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